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The Cisco Catalyst 9115 Series with Wi-Fi 6is the next generation of enterprise access
points. They are resilient, secure, and intelligent.

el
XL RO .

ud B

AHIBesceerenmmioccnensensennessssncnssenrnse I
o

T uscrsuroscorsssreoranisesreesisasnarsoanns WY
ot

[0 K12 PRI bossbeirsiunuon voenn PREITH

Hyperconnectivity with steady performance in demanding environments. Exponential growth of Internet of
Things (loT} devices and next-generation applications. Advanced persistent security threats. All of these require
a wireless network that provides resiliency and superior connectivity, integrated security with advanced
classification and containment, and hardware and software inhovations to automate, secure, and simplify
networks. Updating your wireless Infrastructure to one that will meet these needs {s patamount for today’'s
d:ga’(al business. The new generaﬁon of Cnszo Catalyst 9100 Access Points, w /;, rformance Wi-Fi 6

M

y
enterprise- class products that wﬂl address both your current and future needs. Thes=Te the first step in
updating your network to take better advantage of all of the features and’ bane{' fts that WI ti 6 provides.

With the Catalyst 9115 Series, you can secure remaote workers or tHe micro= ofﬁzé ‘Any Clsco Aironet or
Catalyst aczess point can function as an: OfficeExtend Access Point {(OEAPY. With an OEAP, an employee at
home orf in & temporary micro-office will have access to the corporate SSID and the corporate network without
the need to set'up.4 VPN ar have any advanced technical khow- how

ﬁlm]imﬂi’]\i
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Tablet.  Features and benefits

Feature

802.114x (Wi-Ei 6)

4.1

The IEEE 802.11ax emerging standard, also known as High-Etficiency-Wireless

environments and more pre
as 4K or BK viden, high-

(HEW) or WI-FI 6, builds an 802.1 Tac. It wil deliver a hetter experience in typical
dictable performqnca for advapced appllcattops such

offices, and loT | B02.112x is designed to use both the 2.4-Ghez and_5-GHz bands,
Lniike the BO2,11ac standard.

Uplinik/downlink OFDMA

411

OFlﬁ;MA-based sch:g,_du'ﬁng. splits %ﬁ indwidth into smaller c@y@ﬁ;cgijé@_gﬁ@a
Resburce Units (RUs); which.cah be'a anvat Yo MUIALEL dliemts I both the |
downlink and uplink dirgctions to reduce overhead andlatency. :

Jgaui

iy

1 MU-MIMO technolagy 4 3

CETTPTLTISACE

Sup'portlng four spatial streams, MU-MIMO enables access pofnts ta spiit s?:a’dal

streams between ¢lient devices, o mgximize throughput. .
- - - ? 2 .

Bss_épioring . h Spatial reuse (alsp:'k'r{bﬁn as Basic Service Set [BSS]?coIogihg), étlc'gw; ;th}éi Actesg
: . 4 . 1 0 Paints (APs) and their clients to*di%%%ﬁat_e betwear BSSs, thus, permitingmons |
L simultanecus transnissions: ARt AR
Target wake time A new power savings mode calied Targepdiaks Lo

Cisco Embedded Wireless Gontroller

User Defined Network

Abplit’;atipn Hosting on Catalyst
9100°AEcess .~ 7 :

Multiglgabit Ethernet support

Biuetooth 5.0

® 2021 Clsco and/fot ils affilatas. Afl rights reserved.

Ern

stay asleep and to wake up only at pre:
with the AP. This offers significant ene
to 3x to 4x compared to 802.11n and

Ay sAvi
Loy R I
Thei 9115 Wi-Fi 6'access points zre aviiiEhle
gaddqd Wirelegs Controller on Ca’;a’_l M0/
e:option that does Mok
gss polot, sb?thé. T
Sisco Catalyst 9800 SerieSCAEEALS
1 grow, For mare detafls refer'to EWG"

to-deploy and:ma
cantiol resides ol
And betause It uses |
neh«yc\rk 8 your T

A feature available in Gisco. DNA Center, allows X Weznd users controf of their
very own wiraless network partition on a shar, : u(k nd users can then
remately and securely deploy their devices on this network. Perfect far university
dormitories or extended hospital stays, Cisco User Defined Network grants hoth
device security and control, allowing each Oser to chotse who can connect to their
&Etg'ork. {Available second half of calendar year 2020.) For more details refer fo

. S il
S fungnane
Application Hosting ori Catalyst 9100 Access Points he futire-proof and

simpiify IoT deployments by eliminating the need toinstall and manage overlay
networks. Utilizing thie USB Interface, contalnerized appiications and hardware
modules can be deployed to reduce sost-and complexity, Adding Gisto DNA .

Center provides wockflows and deployment-wide appiication fifecycle . -
management. R ’ . o . -

Pra@;ides uplink speeds of 2.5 Gbps, In addition to 100 Mbps and 1 Gbps, All
spe:ads are supported on Category 5e cabling for an industry first, as well as
TOGBASE-T (IEEE 802.3b2) cabling.

i , . : ‘
Integrated Bivetooth Low Energy {BLE) 5.0 radio to éndble [oT use'cases such as
loedtion tracking and wayfinding, : .o

Page 4 of 156



Apple features Apple and Gisco have partnered lo create an optimal mobile experience for [03
devices on gorporate networks based on Gisco technologies, Lising new features
in 103 10, in combination with the latest software-and hardware fram Cisco,
businesses can now mare effectively use their network infrastructurs to deliver an
enhanced user experience across all business applications.

At the center of the collaboration is a unique handshake between the Cisco WLAN
and:Apple devices. This handshake enables the Clsco WLAN to provide an optimal
Wi-Fi roaming experience to Apple deviceg. Additionally, the Cisco. WLAN tfustsyé
Apgle devices and gives priarity treatmed i businass-outical applications..... 98
specified by the Apple device. This feature is also known as Fast Lane.

. N __ _ Y — cerirarsesneenees VTR
For mare detalls about Wi-Fi 6, see Cisco's technical white paper on Wi-Fi 6. '
Eor more detalls about C9115 feature support, see Clsco's Feature Matzmé‘@...«. aaaaa ceenereesmaiasersensanesesanens LY
. "
Secure infrastructure LT S URUUOROTORIPPIPOON |1 g

Trustworthy systems built with Cisco 'l?rust‘ Anchor Technologies provide a b ﬁ% ;0 undation for
Cisco products, With the Clsco Catalyst 9100 Access Points, these technolo I 8 duyEpe and software
e ddl ks that

authenticity assurance for supply ¢hain trust and strang mitigation against
compromise software and firmware., Trust Anchor capabilities include:

» Image signing l
' ]
« Secure Boot

« GCisco Trust Anchor module

| Cisco DNA Software support

. : o e

Pairing the Clsco Catalyst 9115 Series Access Points with Cisco DNA Software alloﬁm}@mm
transformation, Cisgo DNA Software aiio:ws you to truly understand your network with real-time analytics,
quickly detect and contain security thredts, and easily provide networkwide consistency through automation and

virtuatization| The Catalyst 911 5 Series {\ccess Points sup‘poa‘t.SD-Access, Clsco’s leading enterptise
archltecture. ™ ; . e ;
417

Working together, the Gisco Catalyst 91 :! 5. Series and Clsca DNA Software offer such features as:

+ (Cisco DNA Spaces \
+ Cisco ldentity Services Engine '

« (Gisco DNA Analytics and Assurarif,ce
The result? Your network stays reievant,{ becomes digital ready, and is the lifeblood of your organization.

Note: For information about Cisco DNA Software, refer to Cisco DNA Softwarg for Wireless

© 2021 Cisco andjor its affiiates. Ali rights resarved. Page 5 of 15




Product specifications

Table 2.  Specifications

Part humbers 4 2 Cisco Catalys‘tb‘l 15AXI] Access Point; Indoor environments, with Internal antennas
b » 09115AXI-x: Cisco Ca(alystQHS Serles

antennas : %%}
« C9115AXE-x: Cisco Catalyst 9115 Sedes

...........

embedded wirqless controtler
« C115AXI-EWC-x: Clsco Calalyst 9715 Series

o
i,
Gisco Catalyst 9115AXE Access Point: ndoor, cha!le
anténnas, with embedded wirefess controller

« CO115AXE-EWG-x: Cisco Catalyst 9116 Series | o1 TT BT R TR to% | IR (L

< Nwith externa

Regulatory domains: (x = regulatory damain)

Customers are responsible for verifying approval for u ' indiviguz o ‘trtes To verifv
approvaf and to ldentufv the reguiatory domain that corr 4
[u} ce.

Neot a!i regutatouy dormaiins have been approved As they are approved the part humbers will
be avaliable on the Global Price List,

Cisco Wirgless! 1AN Services %5 5 N ?
« AS-WLAN-CNSLT:
+ AS-WLAN-CNSLT!
« AS-WLAN-CNSLT: G

's;ﬁw'arg o "« Bléco Unified _Wltg!g_sg Network S:pft‘ware Releasé B.9 or later
‘ + Clseo 108 XE Software Releass 16,11 ot Jater

Supported wireless LAN  * Cisco Catalyst 9800 Serles Wireless Contrallers
' tﬁdntrol[ers 4 18 N C,isco 3500 5620, and B540 Serles WIreless Controllers and Cisco Virual Wureless Cnntroller

. Maxlmal Ratlu Comblnlng (MRC)

. 80210 and’ 802 i1alg beamformlng

« 20- ahd' 40 MHz channels

v PHY data raies up 16 B90 Mbps (40 MHz wﬁh 5 GHZ and 20 MHz with 2 4 GHz)

0 Packe’( aggregation. A-MPDY (transmit and recelve) A-MSDL (transmlt and receive)
* BOZ. 1 Dynamlc Fraquency Selecilon (DFS)

» Cycllc Shift Diversity (cso) suppart

© 2071 Cisco andfor lis affillates. All dghts reserved. Page 6 of 15



802.1146 . « 4%4 downlink MU-MIMO with four spatial streams
» MRC
« 802.11a¢ beamforming
« 20-, 40-, B0-,'and 160-~MHz channels
« PHY data rates. up to 3.47 Gbps (160 MHz with 5 GHz)

» 802.11 DES

» 0SD support . : /9)55"5\/9

4 3 I- axd: duwnimk MU=MIMO with fouf spaﬂal straams_\

. l.VUplink!downllnk OFDMp] 4 11 .. ' ﬁ%iﬂ}@ﬂﬁ*ﬂu

Integrated ar’ﬁénna 4 2 2, 4 GH:, peak galn 3 @B, internal antenna, omnldlrectinnal in azimuth |
TT s Sah Peak ggin 4 dBi, Interhal antenna omasdémaqn?m.ezimvsb.... et L
. A

o .
BT iviennsnontrarsasraioses Gevescocennnis .j’éﬁ Eu

T

i,marfaees A15 om 100, 1000, 2500 Niigigabit Eihemet (RJ-45) - IEEE 802,357 ]
» Management consale port (RI-45)
« USB 2.0
i#dii:a‘tml's s 4 o 8 . Status LED 1nd|c;ates boat: loader status, association stams. operatmg slatus, hoot Ioader wamings, and
et o bnotloadererrs:rs o L R

Dirmensions (Wx L x H) « Access polnt {without mounting brackets) 9115k B.OXx 8.0 X 1.5 In, (20 3% 20, 3 % 2.8 cre), GB115E:
80x80x1?|n (203x203x43cm)
“Weight Y giséo Catalyst 9115Ax1 '
' -1981b(09kgj
- Cisco Catalyst DI 15AXE
e zA3% (14 kg]

Input power 416 « 802.3at Pawer over Ethernet Plus (P0E+}. 807.3bt Cisco Universal Pof(Clsco UPOE+, Clsco UPUE)
requirements . » Cisco power injector, AIR-PWRINJE=

» BD2.3af PokE

» Cisco power !n]ector AlR-PWRINJS= (Note: This Injector supports only 802, 3af)

Note: When 802.3af PoE is the source of power, both 2.4-GHz and 5-GHz radios will be
reduced to 2x2 and Ethernet downgraded to- 1 Gigabit Ethernet. In addition, the USB port will
be off,

© 2021 Clsco and/or its affilfates. All rights reserved. Page 7 of 15



Environmerntal

System memory
Warranty

Available transmit power
settings

Regulatory domains

U

: xwuen?'ucounnnsqenauu?‘j

2

and other environmental [ssues.

Cisco Catalyst 9115AX1

. Nonoperatlng-{?tﬁrage) altitude test: 25°C, 15,000 ft.
« Operating tem;i)erature: 32°% t0 122°F {0° 10 50°C)

« Operating humidity: 10% 1o 90% {noncondensing)

+ Operating altin%de test: 40°C, 9B43 fi.

Note; When the%amblam pperating temperature exceeds 40°C, ﬂge aceess polnt will shift from

Ax4d to 2xZ on both the 2,4-8Hz and 5-GHz radios, uplink Et 3 ‘Mpwngrade to 1 Gigabit
Ethernet, and the USB Interface will be disabled. SECALA

Gisco-Catalyst 51 15AXE. ﬁilﬁ?éﬁﬂﬂ"ﬂg

+ Nonoperating (%:to‘rage} temperature: ~22¢ 1o 1587F (-30° to 720°¢)
» Nonoperating (:storage) altitude test; 25°C; 15,000 ft.

+ Oparating teméerature: -4% to 173°F {-20° to 50°C)

» Operating humidlty: 10% to 90% (noncondensing)

+ Operating aititdide test: 40°C, 9843 f1.

» 2048 MB DRAM
+ 1024 MB ftash |

Limited lifetime hardware warranty

2.4 GHz b GHz
» 23 dBm (200 mW} » 23 dBm (200 mwW)}
« ~4dBm {0,39rmWV). » -46Bm (0.39rmW)

Note: Customets are responsible for verifying approval far use in their individual countries.
To verify approval and to identify the regulatory doenain that corresponds to a particular
cauntiy, visit mwmmwmm

© 2021 Cisgo and/or its sftillates. All rights reserved. : Page 8of 15



Comp!iance‘standards J

DataratefTransmit
Powaer! Receive
sensitivity

© 2021 Clsco and/or its affiiates.

For information about Regulatofy Domain support, refer ta the Cisco Regulatory Domain

White Papet
» Safety:

» IEC B0850-1
EN §0950~1
UL 60950~
CAN/CSA-(22.2 No. 50950-1
+ AS/NZS 60950~

UL 2043 | °
" Class H equlpment

4.19

s

o

Emissionst

CISPR 32 (rev, 2015)

| En 55032 (rev. 2012/8G:2013)
EN 55032 (rev. 2015)
EN61000-3-2 (rév, 2014)
ENB1000- ~3:3 {rev. 2013)

+ EN61000-3-2

5 KNG1000-3-3

ASINZS CISPR 32 Class B (rev. 2015)
o [47 GFR FCG Pait 158 I

« |CES-003 (;_ev. 2016 Issue 6, Class 8
¢ VECI (V) |

» CNS (rev. 13438}

s KN-32 ;

o TCVN 7189 {rev. 2009}

Jimunity: ‘

s CISPR 24 {rev. 2070}

« EN $5924/EN 55035 (rev. 2010)
Emissions and_immun{tyéww»‘ S

a

%

EN 301 489-1
QCVN {18:20]
. KN 4BS-1
« KN 489-17
EN 50601 {1-14%
» Hadin:

u

P

Ear mnore detalled information about Datarate/TX Power/Receive sénsitivity, Please refer Clsco

AngRant

Al fighta rasered.

[ En 301 893 {\}2.1.1).]

@,

&

a

&

2

ﬁ%"&i"é}

a

AS/NZS 4268 (rev; 2017)
i 47 CFR FCC Part 15C, 15.247, 15, 4074]
RSP-100
RSS-GEM
RSS-347
China reguations SRRC
Lroou? oy 2018.110) 4
Japan Std. 334, Std. 66, and Std, 7T ¥
¥ safety.,

B

.EN 56385 (re‘;w At! é S5 «Yi]r P s..N“@i'?Ei

= ARPANSA

négbEbussoien

NS ST T et yoEy e R

| EN 622081 {rev. 2018)

CENEEIE e, 20T0Y beocernuosnvo PEEFYES

47 CFR Part 1.1310 and 21091
RES-102

» {EEE standards:

¢

B

0

IEEE BOZ.Y
EEE 802.3ah
IEEE 802.3af7at

+ | iege 80211 apjginsacrax | 4.4

a

JEEE 802.11h, 802.11d

= Security:

802.11i, Wi-F1 Protegted Access 3 (WPA3),

WPAZ, WPA 417

802.1X%
Advanced Encryption Standard (AES}

+ Extensible Authentication Protocol (EAP) types::

EAP-Transport Layer Security (TLS)

EAP-Tunnsled TLS (TTLS) or Microsoft
Chatlenge Handshake Authentication Protocol
Verslon 2 (MSCHAPV2)

Protected EAP-(PEAP) uD or EAP-MSCHAPV2

EAP-Flexible Althentication via Secure
Tunnefing {EAP-FAST)

PEAP v1 or EAP-Genteric Token Card ((3TC)
EAP-Subscriber [dentity Modute {SIM)

Page 9 of 1%



Spectrumi Intelligence - LT il

" -
P SR 7T

* Spectrum Intelhgence, on page |

» Configuring bpectrum Intelligence, on page 2 ’N@m..g.m...m.m torsesensounesancasasecss AT
» Verifying Spe&trqm Intelligence {nformation, on page 2 '

« Debugging: Spectrum Tntelligence on Suppbﬂcd&l%écu} on page 3 R 115 VY1

couoeosun Lo

Spectrum Intelllgence

© The Spectrum Intcll:gence feature scans for non-Wi-Fi radio interference on 2 4-GHz and 5-GHz bands.
Spectrum intelligence provldes basic functions to detect interferences of three types, namely microwave,
continuous wave {like video bridge and baby menitor), wi-fi and ﬂ'equency ho pin (bluetooth arid
frequency-hopping spread spectrum (FHSS) cordless phone).

The followmg Cisco acccsq poinits (APs) support Spectrum Intellige
- Cisco Catalyst 9115 Series Wi-Fi6APs | 4. 14 ‘
» Cisco Alronet 18;52E4’i APs

+ Cisco Afronet 18321 APs

« Cisco Aironet lBl%l SWIT//M APs
= Cisco Alronet 1s§§1 OW/T APs

« Clsco Aironet 1800US APs

« Cisco Aironet 1542D/1 APS

%‘ i

Mote  You must enableESpectrum [ntelligence featute on the Cisco Aironet 1832 and 1852 series APs to get radio
details, such as nmse, gir-guality; interference, and radio utilization on the Cisco DNA. Center Assurance AP
health,

Restrictions

+ SI APs only repo?rt a single interference type in Local made.

' Spectrum [mtelligance [l



Spectrum Intelligenca |

. Configuring Spestriom

4.14|

rielligence

» §1 does tiot support high availability for air quality or interfesrence reports. High Avdilability isniot
supparted becauss interfersnce report/device teported will not be copied to stantby after switchover. We
expect AP to send it again, if a all interferer is stilt there:

» Spectrum Tntelligence detects only three types of devices:
‘ « Microwave:
« Continuous wave—(video recorder, baby monitor)

- SLFHSS—{Blietoots, ey hopping Digita Fughpean Cordies Telecommnications (A GH
ke Cordiess T¢ s

s OO {4

Gon‘hgurmg Spec'trum |ntel||gen[;e m%m,,,g..f.. e WU
w N 5

Follow the procedure g'w{an below to configute spectrum img,lh‘ﬁmgg:” N v

Procedure a LR 8
. Command or Action Purpose "6'«;3’;- A A&j/
Sta 1 configure terminal - Eniers global oty : qﬁ'ﬁ“ﬂ{‘vdg/
N elobel SR
Example: - @
Device$ corifigure terminal %S'fﬂ,;?
Step2  |ap dotll (24ghx | Sgbz) SI Configures the 2.4-GHz or 5-GHz Spectrum
o Intelligence feature on the 802.11a or 802.11b
Example: network. .
Nevige (config)# ap dotl® 24ghz 31 ‘
i} Add no form of the command to disable SI'on
the B0Z2.11a WO

Verifying Spectrum :Intélligence' Information

Use the following commands to verify spectrum intelligence information:
To display the SI information.for a 2.4-GHz or 5-GHz band, use.the following.command:

Device# show ap ‘dot.‘liizlﬁghu 81 oonfig

8% Selution...... P R CE R Enablad
Interference Device Settings:
SI_FHSS...... R TR TR R I veei. i Enabled
Interference Device Types Triggering Alarms:
SI_FESS.0vrerboarrennen Ceeans vertreneerss ¢ Disabled

To display SI interferers of type Continuous transmitter for a 2.4-GHz band, use the following command:
pevice# show mp dotil 24ghz SI davice type cont tx
D¢ = buty Cyele (%)

18T = Intexference geéverity Index {l-Low Interference, 100-High Interference)
RSS1 = Received Signal Strength Index {dBm)

F Spectrum Intalligence



420 \
Enable Secure Shell (SSH) on an Access Point (AP)

Contents

Infroduction
Prerequisites

Requirements:

Components Used

Conventions ‘

Access the Command-line Interface (CL1) on the. Aironet AP
Configure 1

CLI Configuration ‘

Step-by-Step Instructions i
GUI Cosnfiguration
Step-by-Step Instructions
Verify

Troubleshoot:

Disable SSH

Related Information

Introduction

This document describes how to configure an access point {AP)ino
aceess, "

Prerequisites

Requirements

Ensure that you meet these requtremer?ts before you attempt this conﬁgurano%\ s 6‘;‘,")
« Knowledge of how to conﬁgure%Ci‘sco Aironet APs

« Basic knowledge of SSH and reiated security concepts Eﬁiﬂlﬁﬁﬁﬁﬂ‘!
Components Used |
The information in this document is bgsed.on these software and hardware versions:
» Ajronet 1200 Series AP that runs Cisco [0S® Software Release 12.3(8)JEB
* PC or laptop with SSH client utlity
Note: This docuraent uses the $SH client utility in order to verify the configuration, You can use

any third-party client utility in order to log in to the AP with the use of SSH.

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network is live, ensure
that you understand the-potential impact of any command.




Conventions

Refer to_Ciseo Technical Tips.Conventions for more information on document conventions.

Access the Command;lihe Interface (CLY) on the Aironet AP

You can use any of these methods in o%rder to access the command-line interface (CLI) on _the-Aimnet AP:
'« The console port
» Telnet

.ssH 420

Ifthe AP has a console port-and you have physical access to the AP, you can use the conscle port in order to
log in to the AP and change the configuration if necessary. For information on how to use the gonsole port in
order to log in to. the AP, refer to the Connecting fo.the 1200 Series Access Points Locally section of the
documentConfigure the Access Point f|or the First Time,

If you can only access the AP through i’che Ethernet, use either the Telnet protocol or the SSH p__rotocol in
order to Jog in fo the AP.

The Telnet profocol uses port 23 for communication, Telnet transmits and receives data in clear text:
Because the data communication happens in clear text, a hacker can easily compromise the passwords and #ds
access the AP. RFC 854 defiries Telnet and extends Telnet with optio‘ﬁé }many"nthgr RP@groseeermeereeee 4

SSH is an application and protocol that provides a secute replacemenﬂwﬁﬂaBaklaymwl&SS.His.am...@%"ﬁ’%ﬁ
protacol that provides a secure, remote cotnection to a Layer 2 or a Layer 3 device, There are two versions

of SSH: SSH version | and SSH versibn 2. This sofiware release suppos@sboth SSH versions. I you da ooty
specify the version number, the AP defaults to version 2.

SSH provides more security for remoni‘a conpections than Telnet because s pravides stiong Eﬁé"r‘}?ﬁﬁéﬁ'w}i‘éﬁww
a-device is authenticated, This encryption is an advantage over a Telngt.session, in which the
communication happens in clear text. For moré information on SSHY ) Stgure Shell SSH).EA

SSH feature has an SSH server and an“iSSH integrated client.

The client supports these user authentication methods:

. The

+ RADIUS
'+ Local authentication and authorization

Note: The SSH feature in this sg'oﬁware release does not suppgﬁ P Security (IPSec).
| 45507

i
Co

You can configure APs for SSH with ﬁhe use of either the CL1 or
methods of configuration. : 1

Configure
CLI Configuration

This section provides the information on how to configure the features with the use of CLL
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